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CKAHEPDBI BE3OITACHOCTH




MexaHU3MbI pa00ThI CKAHEPOB

° CKaHupoeaHue - MeéxXaHn3m NacCUMBHOrNro aHasinda, C NOMOLLbHO
KOTOPOro CKaHep nbltTaetTcAaA onpeaeantb Haanyme yaspmmMmocCcTu
6e3 (I)aKTI/I‘-IECKOI'O noagrsepRrraeHnAa ee HaJitumAa - no
KOCBEHHbLIM NMPU3HAKaAM.

* 30HOUpoOBAHUE - MEXaHU3M aKTUBHOIO aHaM3a, KOTOPbIN
no3BonAeT yoeanTbCs, NPUCYTCTBYET UIN HET Ha
aHaM3NpPyemMom y3/e Yya3BMMOCTb. 30HAMPOBAHME
BbIMNO/IHAETCA NYTEM MMMUTALLUM aTaKK, UCMONb3YIOLLIEN
NPOBEPAEMYIO YSI3BMMOCTb.




JTanbl padb0Thl CKaHepa

1.C6op nHdpopmaumm o cetu. Ha gaHHOM aTane NAEHTUOULNPYIOTCS
BCE aKTUBHbIE YCTPOMUCTBA B CETU M ONpPeaenAtoTcA 3anyLWeHHbIe Ha
HUX CEPBUCHI U AEMOHDI.

2.06HapyKeHuMe noTeHUManbHbIX ya3BumocTen. CKaHep Ucnonb3yet
CBOO 6a3y AaHHbIX A/1A CPaBHEHMUA COOPAHHbIX AAHHbIX C
N3BECTHbIMW YA3BMMOCTAMMW NPU MOMOLLIX MPOBEPKM 3aro/I0BKOB
NN aKTUBHbIX 30HAMPYIOLWMX NPOBEPOK.

3.MoaTtBepxaeHne BblbpaHHbIX ya3BumocTen. CKaHep ncnosb3yeT
cneumanbHble MeTOAbl U MOAENUPYET (MMUTUPYET) onpeaeneHHbIe
aTaku AnA noaTsepXaeHMA GakTa Haanumna ya3BMMOCTEN Ha
BbIOpPAHHbIX y3/1aX CETW.

4. TeHepaumna oT4eToB. ABTOMATUYECKOE YCTPaHEHUE YA3BUMOCTEN.

5.ABTOMaTUYECKOE yCTpaHEeHUe yA3BUMOCTEN.
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Y10 Takoe DLP? INFOWATCH

[IpegoTBpamienue yredek (anrua. Data Leak Prevention, DLP):

* TEXHOJIOT'MM NpeOTBpallleHU yTedeK KOHPUAeHIUAJIbHOM
MHbOpPMAlLMY U3 MHPOPMALIUOHHOMW CUCTEMbI BOBHE.

* TeXHUYeCKHe YCTPOUCTBA (IporpaMMHbIE HUJIU
NporpaMMHO-annapaTHble) AJi NpeAoTBpalleHUs yTeYeK
MHPOpMalKH.

Uaes:
DLP-cucTeMbl npr3BaHbl 3allMIAaTh MHOOPMAIHIO:

* MpH HENOCpeACTBEHHOM McHoab30BaHuM (Data in use/endpoint action
* npu nepegauve (Data in motion/network actions)
* 1npu xpaHeHuH (Data at rest/data storage)

ROGIRLSCAIRSEILRAGIAL SRR RGAKS




BeoaHaa nekuua no npoaykram u cepeucam InfoWatch

BHyTpeHHUe yrposbl INFOWATCH'

@ VY1eyKka MHPpopmaumm
@ Heuenesoe ncnonb3oBaHMe MHPPACTPYKTYPbLI

@ lcnonb3oBaHWe KaHANOB CBA3M BO Bped KOMMaHUU

@ HapyweHune NoAUTUKMN MHPOPMALMOHHOM
6e3o0nacHOCTH




BeoaHaa nekuua no npoaykram u cepeucam InfoWatch

BHyTpeHHUe HapywuTenu INFOWATCH
COTpYAHUKM KOMNAHUM
CTaxkepbl, NPaKTUKAHTbI U T.A4.

BpemeHHble COTPYAHUKN: NepeBOAYMKN, U T.1.

BHewTaTHbie PabOTHUKN: LEHTPbl 06paboTKkM aaHHbIX, Call-
LEeHTPbI

TpaHCNOPTHbIE KOMMAHWU, KYPbEPDI

COTPYAHUKM APYIUX KOMNAHUN, MUMeEtoLWMe AOCTYN K AaHHbI
KOMMNaHWUW: ayaAMUTOPbl, BHELLHME KOHTPONEPDI
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KaHanb! yTeuku Mchopmauvm NFOWATCH
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BeoaHaa nekuua no npoaykram u cepeucam InfoWatch
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BeoaHaa nekuua no npoaykram u cepsucam InfoWatch

INFOWATCH®

Cxema pabotki DLP npoaykros InfoWatch

MOHUTOPUHI U aHanus
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InfoWatch Traffic Monitor 3.5
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Cxema B pexnme SPAN-konuu INFOWATCH'
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