MeTo/ibI ¥ Cpe/iCTBA 3AlUTHI
MH(OOPMAILMU B KOMIIbIOTEPHBIX
CUCTeMax

[lepmAaKoB PycnaH AHaToNbeBUY
pra@yandex.ru
@pra_nsk
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* lanateHKko B.A. OcHoBbl MIHHOPMALMOHHOM BE30NACHOCTU. —
M.:UHTYKNT, 2005

* A.N.An¢depos, A.H0.3yboB, A.C.KyabmunH, A.B.HepemyLKuH.
OcHoBbl KpunTtorpadpum (yuebHoe nocobue) — M.: lfenmnoc APB,
2004 - 480 c.

* [anateHko B.A. CtaHaapTbl 6e30nacHOCTM MHPOPMALMOHHbIX
TexHonornm — M.:UHTymnT, 2006.

* ObecneyeHne nHpopmaunoHHon bezonacHocTn brusHeca.
MNop pepakunen Kypuno A.M. AnbnmnHa nabanweps 2011r

* WoH Xappwuc "CISSP All-In-One Exam Guide”

http://dorlov.blogspot.com/2011/05/issp-cissp-all-in-one-
exam-guide-pdf.html
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M cToOYHUKHY MHPOpMaALIUU

* ApXxuB exerogHbix KoHpepeHuun PycKpunrto
http://www.ruscrypto.org/sources/conference/

* www.fstec.ru - ®epgepanbHan cny»kba No TeEXHUYECKOMY U
3KCMOPTHOMY KOHTPOIO

* www.securitylab.ru - Security Lab by positive technologies

* www.intit.ru - UHTepHeT-YHuBepcutet UHPOopMaLuNOHHbIX
TexHonormum

* http://wikisec.ru/ - sHUMKNONEeaAna no 6e3onacHoOCTU
MHPopMaLnn.
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[IOHATHUE BE3OITACHOCTH bU3HECA




Y10 Takoe 6U3HecC?

Know-how

busHec-npouecc

[ 1Ts Tlgg Ngw i
° MANAGEMENT
[lpaBoBoOe none e e
WORKER'S THE
* COTpyaHUKH ONE AT THE
BOTTOM...
* [MapTHep>bl

bl o
Wiww. Carnoonstock.com




bu3Hec Kak 00bEKT 3alllUThI

* busHec cosnaeTca
Ana nonyvyeHumaA
npubbian

* 9PPEKTUBHOCTb
busHeca
onpeaensaeTcs
NpUbbINBIO KOTOPbIN
OH NnpuHec.



CocTaB [IOHATUMA
0e30MMaCHOCTHU

be3onacHoOCTb




OnpepesieHue

* be3onacHocTb (cornacHo OCT) - cocToAHUE 3aWULLEHHOCTU
*XU3HEHHO BaXHbIX MHTEPECOB NTNYHOCTU, OOLLECTBA U
rocy4apcrBa OT BHYTPEHHUX N BHELWHUX Yrpos.

* be3onacHOCTb — TaKoe COCTOAHME C/IOXKHOM CUCTEMbI, KOFAa
NENCTBME BHELWHUX U BHYTPEHHUX PAKTOPOB HE NPUBOAUT K
YXYALIEHWIO CUCTEMbI UM K HEBO3MOMKHOCTU €€
GYHKUMOHMPOBAHUA U PA3BUTUA.




OCOOEHHOCTHU CJIOYKHBIX
CUCTEeM

* Hanbonee BepoATHbIN
OTK/INK Ha eANHUYHOEe
BO34eNCTBUE —
XaOTUYECKUNI

* Obnagaet HOBbIMM
CBOMCTBAaMMU, NO
CPaBHEHUIO C

. COBOKYMHOCTbIO
. 3/1eMeHTOoB

OTKNIUK Ha
BO34eNCTBUE He
aBnaeTca IMHEeMHbIM
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OCHOBHBIE CBOMCTBA
0e30II1aCHOCTU

* HeBo3MOXHO A0O6UTbCA abcontoTHOM Be3onacHOCTH
* HeBO3MOXHO N3MepUTb YpoBEHb 6E€30MAaCHOCTH

* HactynneHue puckoBoro cobbiTva B 0bLEem ciy4ae
npeaoTBPaTUTb HEBO3MOXKHO

* MO»HO NOHM3NTb cTeneHb yuepba, 0ogHAKO, YeEM perke
HacTynaeT cobbiTUe, TeM cunbHee yuepb

* Mpu ntobom BMeLwaTeNnbCTBE B CUCTEMY B NEPBYHO o4Yepeab
CTpaaaeT 6e30nNacHOCTb




DakKTOophI BAUIOIIME HA
3P PEKTUBHOCTD

BennymHa BHYTpEHHUX nsaepxek (KoHGAMKT ctommocTtu C3U)

KauecTBo ynpaB/iieHnss COOCTBEHHbIM aKTUBOM (KOHGINKT
NHTEpecoB)

KauectBo paboTbl KonnektuBa (KOHGAMKT C NEPCOHANIOM)
CKOpOCTb peakuun Ha BHeLIHWE PpaKTopbI
CTpaTerma n Ka4yecTBo BegeHUA camoro bmusHeca

BbibpaHHas cTpaTeru ynpas/ieHMs pUckamm




bynyiiee rge-to paaom

* AYKUWOH B 3/1IEKTPOHHOMU dopme
* DN1IeKTPOHHOE NPaBUTENbCTBO

* YHMBepCanbHaa 3/1eKTPOHHanA
KapTa

* PernameHT obmeHa
3/1eKTPOHHbIMW CYETaAMMU-
daKTypamm

* 3aWmnTa NepcoHanbHbIX AAHHbIX



4YTO TAKOE 3AIIUTA THOPOPMALIUH




3aimuTa HHQOopMaIu

(Physlea] S’@(\
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OcHOBHbIe 3a1a4u 31

Obecne4yeHune

cneayroLumx

XapPaAKTEPUCTUK:
LlenocTHOCTb
JloCTyNnHOCTb
KoHpMaeHUMaNnbHOCTb
NoAOTYETHOCTH;
ayTEHTUYHOCTU;

AOCTOBEPHOCTHU.

Mo NOCT 13335-4. MemoOdesi u
cpeocmea obecnevyeHus
6esonacHocmu




[les10CTHOCTE MHPOPpMALIUU

* TEPMUH
B MHPOPMATUKE U
Teopumu
TEeNNEKOMMYHUKaLUW,
KOTOPbIM O3HAYaAET, YTO
NAHHbIE MOJHbI,
yCNoBME TOro, YTO
AaHHble He Oblan
M3MEHEHbI Npu
BbINO/IHEHUU NHOOOMU
onepauuun Hag HUMMK,
byab TO nepenaya,
XPaHEeHue nnu
npeacTaBsieHue.




1 OCTYIIHOCTh

* JOCTYNHOCTb
(vHpopmauunmn
[pecypcos
aBTOMAaTU3MPOBAHHOMN
UHPOPMALMOHHOMN
cuctembl]) (aHrn.) -
COCTOAHME NHPOPMALUU
(pecypcos
aBTOMaTU3NPOBAHHOW
MHPOPMaALMOHHOM
CUCTEMDI), MPUN KOTOPOM
CYObEeKTbI, UMetoLLIne
nNpaBo AOCTyna, MoryT
PeaNnN30BbIBaTb UX
becnpenAaTCTBEHHO.




KoHpuaeHIIMa/IbHOCTD

° CBOWUCTBO, YTO
MHPOPMaLUA He
cAenaHa AOCTYNHOM
WU He pa3rnalleHa
HEeYNONHOMOYEHHbIM
vuam,
OpraHu3aumuam nam
npoueccam.




I[logoTyeTHOCTH

* MopoTYETHOCTb (aHMN
. accountability) —
2;)-! obecneyeHune
S ~‘( naeHTUPUKaLumnm
cybbeKTa AoCcTyna v
Report Y AOLTY

Card perncTpauunmn ero
NEeNCTBUN;




AyTEeHTUYHOCTDb

° aYyTEHTUYHOCTb UN
%ﬁmwsr(’% NOAJIMHHOCTDb (aHrN.

authenticity) —
ertifeait o Anthanely y
J CBOMCTBO,
.This cor.lﬁm!sthatthe ﬁlm cells rd pa HTU pyl-OLLI'ee' HTO
R el e s e cy6beKT nan pecypc
depicted, and are sourced from
original film stock N |£I|e HTNYHDbI

3aABJ/IEHHbIM.




/LOCTOBEpPHOCTD

* AOCTOBEPHOCTb (aHM
. reliabilit) —
CBOMCTBO
COOTBETCTBMUA
npeaycCMoTPEHHOMY
NoBeAEeHUNIO NN
pe3ynbTaTy;




[loHdTHe cucTeMbl

* UHTerpatopbl UMetoT
BBnay 1 nam 2
YPOBEHb

* 3aKa34unKu
noAapasymeBatoT 6
YPOBEHb




JloBepeHHbIN WU
3aCJIY>KUBAIOIIHUH JOBEPUS

[loBepeHHaa cucrema 3acnyXXusalowan posepus
° CUCTeMa, UCMOoNb3yloLas * Cnucrtema, B KOTOpOM
A0CTaTO4YHblE alrnapaTtHble MOXHO Pa3mMecCTUTb
N NPOrpamMmmHble cpeacTBa, 4YBCTBUTE/IbHbIE
yTOObI 0H6EecneyYnTb

AaHHble U ObITb
YBEPEHHbIM, YTO OHU HEe
byayT npeaaHbl TpeTbUM
Muam

OAHOBPEMEHHYIO
06paboTKy MHPopmaLum
PA3HOMN CTENEHM
CEKPETHOCTU rPynnown
nonb3oBaTtenen bes
HapyLweHMA npas A0CTyna

Orange Book




© Gartner Group

[IOHATHUE 3PEJIOCTHU COUDb




YPOBHHU 3PeJIOCTHU

* 0-1 ypoBeHb —
YPOBEHb OTCYTCTBUA
Nb

* 1-1 ypOBEeHb — 4YaCTHbIX
pPeLIEHNN.

* 2- YPOBEHb —
YPOBEHb KOMM/IEKCHbIX
peLeHnM

. * 3- YPOBEHb —

/. |9}
ALLDAYRU YpoBEeHb NOJIHOU
NHTerpaunm




0-U ypOBEHB

MHOOPMALMOHHOM
6e30MacHOCTbIO B KOMMNAHNU
HUKTO He 3aHUMaeTCs,
PYKOBOACTBO KOMMAaHUN He
OCO3HaeT Ba*KHOCTK Npobsiem
MHPOPMALMOHHON
6e3onacHOCTU;

dUHaHCUpOBaHUE
OTCYTCTBYET;

MHPOPMALMOHHOMN
6e30nacHOCTbIO peanmsyeTca
LUTAaTHbIMKM CPeaACcTBaMM
ornepaunoHHbIX cuctem, CYb/]
N NPUNOXKeHNM (NaponbHasn
3alKTa, pasrpaHnUYeHmne
AO0CTyNa K pecypcam u
cepBucam).




1-11 ypOBeHb

NHPopMaLMOHHaAA 6e30NacHOCTb
pacCMaTPMBAETCA PYKOBOACTBOM
KaK YUCTO «TEXHUYECKan»
npobnema, oTCyTCTBYET €4MHAA
nporpamma (KoHuenuus
MHPOPMALMOHHOM
6e30nacHOCTU, NO/INTUKA)
pa3sntna CONb komnaHuu;

dUHaHCMpPOBaHME BeAeTCA B
pamKax obwero UT-brogrKeTa;

MHPOpPMaLMOHHAA 6e30NacHOCTb
peanunsyeTca cpeacrTeamm
HYN1€BOro YPOBHA NKOC CpeacTBa
pe3epBHOro KONMPOBaHUA,
aHTUBUPYCHbIE CPeacTBa,
MeXKceTeBble 9KpaHbl, CpeacTBa
opranmsaummn VPN (noctpoeHus
BMPTYaNIbHbIX YaCTHbIX CeTel),
T.e. TPaAMLUMOHHbIE cpeacTBa
3aLLUTbI.




2-A YPOBEHBD

NB paccmaTtpuBaeTca pyKOBOACTBOM KaK
KOMMJIEKC OPraHU3aLMOHHbIX U
TEXHUYECKUX MEPONPUATUN, CYLLLECTBYET
noHWMaHue BaxkHocTn Ub ans busHec-
NPOLLECCOB, €CTb YTBEPKAEHHAA
PYKOBOACTBOM MpPOrpamma pa3BuUTmA
COWB;

dMHAHCUMpOBaHMe BegeTca B pamKax
oTAeNnbHOro broaxeTa;

NB peanunsyeTca cpeacTBamm Nepsoro
YPOBHA NAtOC CPEeACTBA YCUNEHHOM
ayTeHTMduMKaumm, cpeacTsa aHanmn3a
NMoYTOBbIX COObLLEHNIM 1 web-KoHTeHTa,
IDS, cpeacTBa aHaNM3a 3aWULLEHHOCTH,
SSO (cpeacTBa ogHOKpPaTHOM
ayteHTMduKaumm), PKIl (nHPpacTpyKTypa
OTKPbITbIX K/OYEN) U
OpraHM3aLMOHHbIe Mepbl (BHYTPEHHWI
N BHELHWIM ayanT, aHaIN3 PUCKa,
NONNTUKA MHGOPMALLMOHHOM
6e30MacHOCTUN, NONOXKEHMUA,
npoueaypbl, pernameHTbl 1
PYyKoBOACTBA).




3-U YPOBEHb

* b aBnaeTca 4acTbio
KOPNOPAaTUBHOW KYNbTYpbl,
Ha3Ha4veH CISA (cTtapwwnm
aAMMNHUCTPATOP NO BONPOCaM
obecnevyenuna UB);

* dPUHAHCMPOBAHME BEAETCA B paMKa
OTAe/IbHOro broaXeTa;

* b peanunsyetca cpeacresammu
BTOPOro YPOBHSA NJIKOC CUCTEMDbI
ynpasaeHna MHGopMaLMOHHOMN
6e3onacHocTblo, CSIRT (rpynna
pearMpoBaHMA Ha UHUUAEHTbI
HapyLweHnsa NHGOPMaLMOHHOM
6e3onacHocTu), SLA (cornaweHue
06 ypoBHe cepBuca).




COBPEMEHHBIE 3AZIAH A
MH®OPMALIMOHHOU BE30IIACHOCTH




NHpopMmaliMoOHHOE
OKpY>KeHH e

6biN10 cTano

N3onnposaHHaa NC Obnaka
cyb

O@dunCHble NaKeTbl

BupTyanbHble cpeapbl
Web 2.0 (3.07?)

* Urpsbl * CoumnanbHble ceTn

* Bupycsbl * Root Kit

* HeneranbHbI KOHTEHT * Advanced Persistent
Threat

* StuxNet




MoHeTH3a1 U4

* Paccbllka spam
* Yyactne DDOS

* XpaHeHue
He/leraabHOro
KOHTEHTa

* Kparka aeHer




YKU3HEHHBINU LUKJI TPOTPAMMBEI
bE3OITACHOCTH




7KU3HEeHHBIU TUKJI

-

MOHUTOPUHT K [lnaHnposBaHue
OLeHKa M OpraHusayma
JKcnayaTauma un MpnobpeteHue

COMpoBOXKAEHUE N BHeApeHue




[lstanHupoBaHue U
OpraHU3alUdAd

* MNonyyeHne ogobpeHns y pyKoBoACTBA
* Co3paHune paboyen rpynnol

* OueHKa busHec-gpansepos

* Co3gaHue npoduna yrpos

* MNpoBeaeHne OLEHKU PUCKOB

* Pa3paboTKa apXUTEKTYPHOIO PELIEHUA HA PAa3NNYHbIX YPOBHAX
OpraHM3aLUNOHHbIN
MpuKknagHon
CeteBoM

KOMMOHEHTHbIN

* PunKcaumna pesynbTaToB




[IppobpeTeHre U BHeJpeHUE

* PacnpeaeneHue ponen n o0693aHHOCTEN B rpynne
* Pa3paboTka
MonnTtuk 6e3onacHoOCTU
Npoueayp
CraHpapToB
ba3ucos
PYKOBOACTB U MHCTPYKLMM
* BblABNEHNE KPUTUYHDBIX AaHHbIX Ha BCEX 3Tanax *}XM3HEHHOro UMKAa
nHpopmaymu
* Peanusauma npoeKkToB 6e30nacHOCTU: YNpaBAeHNE PUCKAMMU,
aKTUBaAMM, NN1aHUPOBAHNE HENPEPbLIBHOCTM BM3HEca u A.p.
* BHeppeHue peLlieHni No Kaxkaomy npoeKkTy
* Pa3paboTka npoueayp ayamta ¥ MOHUTOPUHIA
* YCTaHOBKaA NO KaxKAOMY NMPOEKTY: METPUK, ueneu, SLA




JKCIJIyaTalud U
COIIPOBOXK/IEHUE

* CobntogeHne ycTaHOBAEHHbIX Npoueayp 1 6asncHbIX YPOBHEN
B KaXKJOM M3 NPOEKTOB

* MpoBeaeHMe BHYTPEHHErO N BHELWHEro ayauTa
* BbINnoNHEHME 33434 B Ka*KA0M U3 NPOEKTOB

* YnpasneHue SLA no Kaxxaomy 13 NpOeKToB




MOHHUTOPUHT U OlIeHKa

* AHanun3 }KypHanos., pe3ynbTaToB ayauTta, meTpuk, SLA, no
Ka*KaoMy NPOeKTy

* OUEHKa AOCTUMKEHUIN LEeNeN NO KaxkAoOMY M3 NPOEKTOB
* MpoBeaeHMe exkeKkBapTabHbIX BCTpey paboyei rpynnb

* CoBepLUIeHCTBOBaHME KaXaoro aTana 1 BO3BpaT Ha ¢asy
NJAaHMPOBAHUA




